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What is FERPA?

� The Family Educational Rights and Privacy 
Act (20 U.S.C. 1232g, 34 CFR � 99)
Applies to all past and present students� Applies to all past and present students

� Protection of student records
� Student’s right to inspect student records
� Does not apply to applicants
� In higher education, rights belong to students



Educational Records

Educational Records are:
1. Directly related to a student1. Directly related to a student

And
2. Maintained in any format by CUA or 

its agents 



Educational Records

� Most records at CUA are protected as 
Educational Records 

– Document in the Registrar’s Office– Document in the Registrar’s Office
– Printout in your office
– Disciplinary records
– Student’s paper
– Medical records used to document the need for 

accommodations
– Class roster
– Notes taken during an advising session



What is NOT an Educational Record?

� Law enforcement records
� Employment records

– Unless employment is contingent on student status

� Healthcare records
� Records that only contain information about a 

student after he or she is no longer a student 
at the institution (e.g. alumni records)

� Non-circulating (sole possession) notes



As an employee of the 
University, you are legally and University, you are legally and 
morally responsible for the 
protection of student privacy



Directory Information

Directory information is information 
contained in a student’s education 
record that would not generally be record that would not generally be 
considered harmful or an invasion of 
privacy if disclosed. 

CUA may disclose directory information 
without a student’s consent



Directory Information

� name, 
� address, 
� telephone number� telephone number
� Email address
� Dates of Attendance
� Major
� School
� Degrees and Awards Received



Directory Information (cont.)

� Participation in officially recognized 
activities and sports

� Weight and height of members of 
athletic teams



Student’s may withhold Directory 
Information



Personally Identifiable Information

� Includes (but is not limited to):
– Name
– Name of the student’s parent(s) or other family 

members
– Personal identifier (SSN, Student ID number)
– Other indirect identifiers (e.g.date of birth, place of 

birth, mother’s maiden name)
– List of personal characteristics that would make 

student’s identity easily traceable



Written Consent to Disclose

� Written consent is required to disclose 
personally identifiable information from the 
student’s education record. student’s education record. 

– Transcript
– Recommendation Letter

� Information release forms available
– Registrar’s Office
– General Counsel



Contents of Consent

� Consent must:
– Be written

Be signed– Be signed
– Be dated
– Specify the records to be disclosed
– State the purpose of the disclosure
– Identify to whom the disclosure may be 

made



Exceptions to Prior Consent

� CUA may release information from a 
student’s educational records without 
consentconsent

– To school officials with a legitimate 
educational interest

– To comply with a judicial order
All subpoenas must be reviewed by the Office 
of General Counsel



FERPA in Practice

� Email
Any member of the faculty or staff sending an email 
to more than one person, which contains an to more than one person, which contains an 
education record (as defined in the Student Records 
Policy) or other covered data (as defined in the 
Information Assurance Policy), should use one of 
the following four options: 



FERPA in Practice

1. A university created listserv. Assistance with creating 
a listserv can be obtained from the Manager of 
Learning Resource Development in CPIT. Learning Resource Development in CPIT. 

2. The notify function in Cardinal Station or Blackboard. 
3. Individual email messages to each recipient rather 

than a single message to multiple recipients. 
4. A blind cc. This can be done by sending the message 

to yourself, then copying yourself, and blind copying 
the recipients. If the blind cc field does not appear, 
please contact the HELP desk for assistance.



FERPA in Practice

In view of the risk, through inadvertence, that 
the blind cc (bcc) function be employed 
incorrectly, the fourth option should not be incorrectly, the fourth option should not be 
used where highly sensitive data is contained 
in the email, such as financial information, 
social security numbers, grades, disability 
status, date of birth and similar critical personal 
information. 



FERPA in Practice

� Signs and Lists
– Do Not include non-directory information
– If listing students, remove students who have a  FERPA 

block on their records block on their records 

� Working in Cardinal Station
– Log off when you are away from your computer

� Turnitin
– Remove personally identifiable information



Special Circumstances

� Health or safety emergency
� Student victims of crime� Student victims of crime
� Alcohol and drug violations



Enforcement

� Compliance is monitored by the 
Family Policy Compliance Office in Family Policy Compliance Office in 
the Department of Education
– Removal of Department of Education 

funding
– Students may file timely complaints 

(within 180 days of alleged violation)



For More Information

� CUA’s Office of General Counsel
– http://counsel.cua.edu/ferpa/

� Student Handbook
– http://studentlife.cua.edu/studenthandbook.pdf



For More Information

� Laura Jacobs Anderson
– 202-319-5830

anderslj@cua.edu– anderslj@cua.edu

� John-Emmett Cooley
– 202-319-5303
– cooleyj@cua.edu


